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Problem Statement

ExperimentsMotivation

More Effective than State-of-the-art

Security Hardening

10widely used UNIX utility programs
Each program has a known CVE

Code, benchmark, and docs: https://chisel.cis.upenn.edu

Method

Learning-Guided Delta Debugging

Solution: late-stage customization by removing 
redundant functionalities

Given a program P to be minimized and a property test 
function S, find a 1-minimal program P’ that is a subset 
of P and satisfies the property.
The property test function can be expensive to invoke.

Growth of Software Complexity

“Perfection is achieved not when there is nothing left to add,
but when there is nothing left to take away.”

— Antoine de Saint-Exupéry

Consequence: degraded performance and expanded attack surface

Only supporting command-line options as BusyBox

Reduction Size Reduction Time

#Gadget #Alarms
Program CVE Original Reduced Original Reduced

bzip-1.05 ✘ 662 298 55X 1,991 33 98X
chown-8.2 ✔ 534 162 70X 47 1 98X
date-8.21 ✔ 479 233 51X 201 23 89X
grep-2.19 ✔ 1,065 411 61X 619 31 95X
gzip-1.2.4 ✔ 456 340 25X 326 128 61X
mkdir-5.2.1 ✘ 229 124 46X 43 2 95X
rm-8.4 ✘ 565 95 83X 48 0 100X
sort-8.16 ✔ 885 210 76X 673 5 99X
tar-1.14 ✔ 1,528 303 80X 1,290 19 99X
uniq-8.16 ✘ 349 109 69X 60 1 98X
Total 6,752 2,285 66X 5,298 243 95X

Feasible manual inspectionReduced potential attack surface

Learn a policy via reinforcement 
learning
Guide the search based on the 
prediction of the learned policy

Discard nonsensical programs 
upfront using known hard-rules

Desired Properties

Minimality: trim code as aggressively as possible w.r.t the spec

Efficiency: find the minimized program in a scalable manner

Robustness: avoid introducing new vulnerabilities

Naturalness: produce maintainable and extensible code

Generality: handle a wide variety of programs and specs

Alternate between 
structural levels of the 

program to enhance 
scalability
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int f1() { return 0; }
int f2() { return 1; }
int f3() { return 1; }
int f4() { return 1; }
int f5() { return 1; }
int f6() { return 1; }
int f7() { return 1; }
int main() { return f1(); }

int f1() { return 0; }
int main() { return f1(); }

Program

Spec

Program Debloating

Reduced
Program

Correct
Reduced
Program

Static

Dynamic

Validation

Success

Failure
Augmentation

Learner
Statistical 

Model

Trimmer

hPi, Y/Ni
<latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit><latexit sha1_base64="qeEadSyTmwh0DjfaSI/3MTRRFqc=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAxEUGPBS+epIL9kCaUzXbSLm42YXcjlFAv/hUvHhTx6r/w5r9xm/agrQ8GHu/NMDMvTDlT2nW/rdLC4tLySnm1sra+sbllb+80VZJJCg2a8ES2Q6KAMwENzTSHdiqBxCGHVnh/OfZbDyAVS8StHqYQxKQvWMQo0Ubq2ns+J6LPAde77BjfnVxjXxZC1666jlsAzxNvSqpoinrX/vJ7Cc1iEJpyolTHc1Md5ERqRjmMKn6mICX0nvShY6ggMaggLz4Y4UOj9HCUSFNC40L9PZGTWKlhHJrOmOiBmvXG4n9eJ9PRRZAzkWYaBJ0sijKOdYLHceAek0A1HxpCqGTmVkwHRBKqTWgVE4I3+/I8aZ46nut4N2fVmjONo4z20QE6Qh46RzV0heqogSh6RM/oFb1ZT9aL9W59TFpL1nRmF/2B9fkDoYyVpQ==</latexit>

Checker w.r.t.
&P<latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit><latexit sha1_base64="94NP9F/GewP/gckWWLLVYv/Fvdw=">AAAB6HicbVDLSsNAFL2pr1pfVZduBovgQkoigi4Lbly2YB/QBplMb9qxk0mYmQgl9AvcuFDErZ/kzr9x0mahrQcGDuecy9x7gkRwbVz32ymtrW9sbpW3Kzu7e/sH1cOjjo5TxbDNYhGrXkA1Ci6xbbgR2EsU0igQ2A0mt7nffUKleSzvzTRBP6IjyUPOqLFSq/lQrbl1dw6ySryC1KCAzX8NhjFLI5SGCap133MT42dUGc4EziqDVGNC2YSOsG+ppBFqP5svOiNnVhmSMFb2SUPm6u+JjEZaT6PAJiNqxnrZy8X/vH5qwhs/4zJJDUq2+ChMBTExya8mQ66QGTG1hDLF7a6EjamizNhuKrYEb/nkVdK5rHtu3Wtd1RoXRR1lOIFTOAcPrqEBd9CENjBAeIZXeHMenRfn3flYREtOMXMMf+B8/gCi+4y+</latexit>

S
<latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit><latexit sha1_base64="Y2tc5smNXk7yLozq2MUnoalRNb8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBg5REBD0WvHhs0X5AG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++wmV5rF8MJME/YgOJQ85o8ZKjft+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia88TMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrcuq51a9xlWldpHHUYQTOIVz8OAaanAHdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8fp4eMwQ==</latexit>

hPi, ?i
<latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit><latexit sha1_base64="13u2w1MHJnhKPanXOIa7hnFDhXA=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8CAhEUFvFrx4rGBroQlhs520SzebsLsRSu3Bv+LFgyJe/Rve/Ddu0xy09cHA2/dm2JkXZZwp7brfVmVpeWV1rbpe29jc2t6xd/faKs0lhRZNeSo7EVHAmYCWZppDJ5NAkojDfTS8nvr3DyAVS8WdHmUQJKQvWMwo0UYK7QOfE9HngJshO8VX2JfFM7TrruMWwIvEK0kdlWiG9pffS2megNCUE6W6npvpYEykZpTDpObnCjJCh6QPXUMFSUAF42L/CT42Sg/HqTQlNC7U3xNjkig1SiLTmRA9UPPeVPzP6+Y6vgzGTGS5BkFnH8U5xzrF0zBwj0mgmo8MIVQysyumAyIJ1SaymgnBmz95kbTPHM91vNvzesMp46iiQ3SETpCHLlAD3aAmaiGKHtEzekVv1pP1Yr1bH7PWilXO7KM/sD5/AGQGlPo=</latexit>

Assessing the Effect of different Pieces

The significant performance improvement is a result of 
incorporation hard-rules as well as learning-guided search


